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Workforce Security – Access
TAP Innovations will ensure appropriate access is granted to all authorized members in a manner that
is consistent with the HIPAA rule of minimum necessary access. TAP Innovations will make every effort
to ensure members that are not authorized, do not have access to protected health information. Back
to Table of Contents

Workforce Security - Authorization and/or Supervision
TAP Innovations will grant access to PHI based on workforce member job functions and
responsibilities. The Security and Privacy Officers are responsible for the determination of which
individuals require access to PHI and what level of access they require through discussions with the
individual's manager and or department head. Requests for access should be submitted to the
program manager and/or privacy officer with an explanation of the user access requirements and
justification. The request, approval and resulting action is to be documented.
Requests to controlled areas where ePHI may be accessed will be handled in similar fashion and
approval will be sent to the facilities manager or Security Officer for action and documented.
TAP Innovations will keep a record of authorized users and the rights that they have been granted
with respect to ePHI. The company will maintain a comprehensive matrix of how and to who rights
are granted. Back to Table of Contents

Workforce Security - Workforce Clearance Procedure
TAP Innovations will establish clearance for access to ePHI or areas were ePHI may be
accessed based on the workforce members' job title or roles and responsibilities using the
job description and responsibilities table. Workforce members must have appropriate
background checks on file prior to being authorized for access to ePHI or areas where it may
be accessed. Clearance will be documented with access authorizations for review and
revalidation.
Revaluation
Documented requests, clearance and authorizations must be revalidated regularly
but no later than the anniversary of the authorization. Revalidation will include
confirmation of the workforce members current job title, roles, and responsibilities
to validate their access to ePHI or areas where it may be accessed is valid. Back to
Table of Contents
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Workforce Security - Establish Termination Procedures
Termination
TAP Innovations must terminate access to ePHI when employment or other
arrangements with the workforce member ends. At the end of employment or
other arrangements, the hiring manager is required to notify the Security and
Privacy Officers to review access requests, clearance and authorizations and
terminate access to ePHI or areas where it may be accessed. Termination notice
and access revocation must be documented to include timing, revocation of access
control devices and deactivation of information systems access.
An exit interview, if possible, must be conducted that includes a discussion of
privacy and security topics regarding ePHI.
Job Change
TAP Innovations must terminate access to ePHI or authorize a new request for
access to ePHI or areas where it may be accessed when a workforce member's job
title changes. Requests will be submitted and authorized following the
Authorization and Clearance procedures. Requests, clearance, and authorizations
for job title changes must be documented for future revalidation. Back to Table of
Contents
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Information Access Management - Access Management
All staff who perform Participant functions directly on behalf of the Company will have access to PHI
as determined by their department and job description and as granted by IT.
These employees with access may use and disclose PHI as required under HIPAA but the PHI
disclosed must be limited to the minimum amount necessary to perform the job function.
Employees with access may not disclose PHI unless an approved compliant authorization is in place, or
the disclosure otherwise is in compliance with this Plan and the use and disclosure procedures of HIPAA.
Staff members may not access either through our information systems or the participant's medical
record the medical and/or demographic information for themselves, family members, friends, staff
members or other individuals for personal or other non-work-related purposes, even if written or oral
participant authorization has been given. If the staff member is a Participant in TAP Innovation's plans,
the staff member must go through their Provider to request their own PHI.
In the very rare circumstance when a staff member's job requires him/her to access and/or copy the
medical information of a family member, a staff member, or other personally known individual, then
he/she should immediately report the situation to his/her manager who will determine whether to
assign a different staff member to complete the task involving the specific Participant.
Your access to your own PHI must be based on the same procedures available to other participants not
based on your job-related access to our information systems. For example, if you are waiting for a lab
result or want to view a clinic note or operative report, you must either contact your physician for the
information or make a written request to the Compliance Officer. You cannot access your own
information; you must go through all the appropriate channels as any Participant would have to. Back
to Table of Contents

Information Access Management - Access Authorization
Before access to ePHI can be established for a workforce member, that workforce member must be
authorized for the appropriate level of access that their position requires. Access to ePHI and systems
that store or process ePHI requires a valid and authorized user account and password.
Workforce members are required to authenticate themselves to these systems using their unique user
accounts.
Access will be authorized based on management requests and as certified by the Security Officer
following the Workforce Security Policy. All access requests must be submitted electronically, or in
writing, and retained with the authorization. Authorization must be based on job title, roles, and
responsibilities.
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Once authorization is granted, the Security Officer will provide the program manager of the system(s) to
which authorization was granted, a copy of the authorization. Program manager(s) will create, disable,
or modify information systems accounts based on authorizations provided by the Security Officer. Back
to Table of Contents

Information Access Management - Access Establishment and
Modification
The Security Officer is required to ensure appropriate review of authorizations is conducted on a
regular basis but, no later than on the anniversary of the authorization. Authorizations should be
validated based on workforce members' employment status, job title, duties, responsibilities and
documented authorizations. Any access that does not have corresponding authorizations or are no
longer valid will be immediately provided to the program manager for termination of access. Access
reviews and modifications will be documented and certified by the Security Officer. Items to review
include access to workstations, systems logon accounts, application and process access that stores,
processes, or transmits ePHI. Back to Table of Contents
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Security Awareness and Training - Security Awareness and Training
It is The TAP Innovation policy to train all members of its workforce, including management, who have
access to ePHI on its privacy and security policies and procedures. All staff members receive HIPAA
training. Whenever a privacy incident has occurred, the Compliance Officer in collaboration with
management will evaluate the occurrence to determine whether additional staff training is in order.
Depending upon the situation, the Compliance Officer may determine that all staff should receive
training that is specific to the privacy incident. The Compliance Officer will review any privacy training
developed as part of a privacy incident resolution to ensure the materials adequately address the
circumstances regarding the privacy incident and reinforce the TAP Innovation privacy policies and
procedures.
All new members of the workforce are required to complete the security awareness and training
program within 90 days of their hire or contract date. The security awareness and training program will
be provided by a review of policies and procedures and regularly occurring classes provided within the
members' first 90 days and no later than every anniversary of their hire or contract date. Changes in
information systems will be communicated to all workforce members and training provided.
Training - including content, delivery method, and attendees will be documented and retained by the
Security Officer. Back to Table of Contents

Security Awareness and Training - Security Reminders
TAP Innovations will provide periodic security reminders and updates. Reminders will be sent quarterly,
providing reminders of policy, best practices, current events, and/or relevant changes to policy,
legislation, state, or federal law that directly affects business operations or the confidentiality, integrity,
and availability of electronic protected health information.
Security reminders will be provided to all workforce members, including management. Security
Reminders will be provided via email notifications and augmented with newsletters and posting at office
locations. Notifications will be documented in the business-training log. Back to Table of Contents

Security Awareness and Training - Protection from Malicious Software
Users must not intentionally write, generate, compile, copy, collect, propagate, execute, or attempt to
introduce any computer code designed to self-replicate, damage, or otherwise hinder the performance
of, or access to, any business computer, network, or information.
When a virus is initially suspected the user must contact their manager and/or information services and
not attempt to test for or remove the suspected Virus.
If authorized by information services, the user may execute actions needed to remove the Virus from
the infected system.

7|Page
theAppPlace…Making the World More Efficient by Eliminating One MESS at a Time

Users are required to exercise caution when handling incoming Data, such as email and file attachments,
and should not visit websites that are unfamiliar or have a high probability of containing Malicious Code,
such as websites that offer free screen saver downloads, or free electronic greeting cards. Do not open
attachments sent from people you do not know.
Do not open attachments unless you are expecting them. Some Viruses use the address book of the
infected PC, so even an email "sent" from a person you know may actually be a Virus.
When sending email with attachments, provide identifying information.
Some Malicious Code uses the address book of the infected PC or server. Include some specific
information in the body of the email to indicate that it is sent from you on purpose.
As a best practice, do not use generic email text, such as "Here's the file you requested". Spreaders of
Malicious Code often include this phrase in an email message to make the recipient think it is legitimate.
As a best practice, do use specific email text, such as "Here's the file with pricing information for product
XYZ".
Users should not download software from the Internet or any other systems outside of TAP Innovations
without approval from Information Services. The software including screen savers may contain
Malicious Code and negatively impact the performance of existing systems or the network.
Approved Virus Checking Programs Required on all systems that connect to TAP Innovations information
resources. Virus Checking Programs approved by the Information Services Department must be
continuously enabled on all network connected devices. Intentionally disabling or removing Virus
Checking Programs is forbidden. The frequency of the updates must not be altered by the user. Virus
Checking Programs automatically update their Databases to protect against new threats. Every Virus
that is discovered but not automatically removed by Virus Checking Programs must be reported to
information services. Back to Table of Contents

Security Awareness and Training - Log-in Monitoring
TAP Innovations shall train its workforce members on monitoring login attempts and reporting
discrepancies that the workforce member becomes aware of. Workforce members should expect that
all activity on systems that store, process, or transmit ePHI will be logged and recorded. In addition, all
changes made to ePHI will be logged and recorded.
System accounts will be locked or disabled after 3 failed login attempts. If a workforce member's
account becomes locked out, they must request the account be unlocked and provide additional
information to determine if the account was locked out due to member error - or suspicious activity.
Any account locked or disabled by unknown or suspicious activity must be reported to information
services for further investigation. Back to Table of Contents
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Security Awareness and Training - Password Management
General Password Construction and Use:
The intent is to provide general password construction for users. The length of passwords
should always be checked automatically at the time that users construct or select them, where
the System supports.
All passwords should have at least 10 characters for all new accounts. Systems that do not
support at least 10 characters should use the maximum number of characters supported by that
System or application. All user-chosen passwords should contain at least one alphabetic and
one non-alphabetic character. Non-alphabetic characters include numbers (0-7) and
punctuation. User chosen passwords should not be any part of speech. For example, proper
names, geographical locations, common acronyms, and slang should not be employed. All
user-chosen passwords for computers and networks must be difficult to guess. Using derivatives
of User-Ids, and common character sequences such as "123456789", should not be used.
Personal details such as spouse's name, license plate, social security number, and birthday must
not be used unless accompanied by additional unrelated characters. Adding numbers and
punctuation to dictionary words increases the complexity of the password and the amount of
time it takes an unauthorized individual internal or external to crack the password.
It is recommended that users do not construct passwords, which are identical or substantially
similar to passwords that they had previously used. Authorized password strength tests may be
performed on a periodic or random basis. If a password is guessed or cracked during one of
these scans, the user will be required to change it. All users are to change their login Password
at least once every 90 days if the Application or System permits.
Users are responsible for all activity performed with their personal user-IDs. Passwords must not
be written down, electronically stored, or left in a place where unauthorized persons might
discover them. If it is necessary to document a password, passwords are to be electronically
transmitted and stored under secure encryption. The electronic repository containing the
password(s) must be protected with a unique password. Passwords must never be shared or
revealed to anyone else besides the authorized user. If users need to share computer resident
data, they should use electronic mail, public directories on local area network servers, and other
mechanisms.
All passwords need to be promptly changed if they are suspected of being disclosed or known to
have been disclosed to unauthorized parties. Users must not knowingly allow others to perform
any unauthorized activity with their unique user-IDs. Similarly, users are forbidden from
performing any activity with IDs belonging to other users. Back to Table of Contents
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Security Incident Procedures
It is the responsibility of all workforce members to adhere to promptly report information security
incidents and breaches. Security incidents include, but are not limited to the following events:
1. Moderate Risk
a. Loss of a written password or sharing of passwords
b. Failure to log off or leaving a system unattended
c. Installation of unauthorized software
1. High Risk
a. appropriate use of the internet or email
b. Theft or loss of software, assets, or information
c. Unfriendly employee termination
d. Unauthorized access to ePHI
e. Unscheduled system downtime
1. Severe Risk
a. Discovery or suspicion of a strange process, an intruder logging in, or attempting penetration
into networks
b. Suspicion or evidence of a virus, such as dramatic degradation of system performance
c. Falsification, unauthorized use, disclosure, or illegal reproduction of ePHI

Security incidents shall be reported as follows:
1. If an immediate threat is identified, the Security Officer shall be notified
2. All security incidents shall be immediately reported to the IT Help Desk
3. Review and assessment reports shall be issued to responsible management as appropriate

Reporting and Escalation
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a. Reported incidents shall immediately be classified by the Help Desk as a Moderate, High
or Severe incident
b. An IT service ticket shall immediately be opened by the Help Desk to track the reported
incident and the incident is to be logged in the incident log
c. The Help Desk shall immediately contact the Security Officer upon receipt of security
incident reports
d. The Security Officer shall assign responsibility for investigation and resolution of each
security incident to the appropriate individuals who can include, but are not limited to
departmental managers, HR department, data center managers, system administrators,
applications analysts, network engineers, and network security engineer Back to Table
of Contents

Security Incident Procedures - Response and Reporting
Security incidents and breaches suspected to have been caused by workforce members shall be
investigated by the Security Officer and the appropriate HR Director. Theft of software, assets or
information shall be processed through the HR department, executive team, and law enforcement.
Recording and tracking of these incidents shall be conducted by the Security Officer and IT service
ticket(s) shall be utilized to track tasks and accomplishments.
The Security officer shall adhere to the following guidelines while investigating and resolving security
incidents for reporting and accountability:

1. Maintain updates on investigation and resolution progress with the IT ticket tracking system
2. Information shall be logged into a secure folder that can only be accessed by the Security Officer
and/or other authorized individuals

3. Follow designated IT operational and audit procedures for problem resolution and system
recovery

4. As necessary and applicable, inform appropriate managers and support staff of progress and
research

5. Release of information, other than to authorized individuals, shall be handled through the
Security Officer
The following define severity levels to which IT security incidents shall be assigned based on their
potential impact to information and systems:
Level 1: Least severe and shall be investigated and resolved within two working days after the
event occurs
Level 2: More serious and must be investigated and resolved the same day the event occurs,
usually within two to four hours of the event, and must be escalated to the Security Officer
immediately
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Level 3: The most serious, have the potential to harm information and systems, and must be
escalated and resolved by the Security Officer immediately

Review and Analysis:
A. Upon security incident resolution, a focused review shall be completed by the Security Officer
1. Level 2 and Level 3 incidents shall be further reported by the Security Officer to the
Chief Information Officer

2. All incidents shall be carefully assessed to determine that appropriate actions and
necessary reporting requirements were met during the handling of the incident

B. The incident review shall also identify potential impacts, predict effects of operational changes,
suggest mitigating alternative courses of action, and identify any concerns

C. Any operational changes planned or implemented so as to provide a greater level of security
shall be documented and approved by the Security Officer

Responsibilities:
The Security Officer shall be responsible to take a lead role in the response to all security incidents, to
ensure compliance with this policy, and, to maintain all records of incident reports, investigations, and
resolutions Legal Counsel shall coordinate all communications related to external law enforcement and
criminal prosecutions. Back to Table of Contents
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Contingency Plan
TAP Innovations will back up its computer systems regularly. If an emergency or other occurrence
damage operational systems, hardware, or software that contain ePHI, the practice would move
operations to a reliable server/computer and restore the system to its last operational state. If the
business location is damaged or unable to support operations, an alternate or temporary location will be
selected until the site is restored to operational status. Back to Table of Contents

Contingency Plan - Data Backup Plan
TAP Innovations will ensure all cloud based and SaaS (Software as a Service) providers of systems used
to store, process, or transmit electronic protected health information also provide disaster recovery and
SLAs (Service Level Agreements) for the restoration of lost, damaged, corrupt, or compromised
information or instances of the system(s), software, and information they are hosting or providing.
TAP Innovations will implement for all locally managed or on-premises systems that store, process or
transmit ePHI. TAP Innovations will ensure retrievable exact copies of electronic protected health
information is backed up every 1 day. In the event of a disaster, backed up data will be restored to the
damaged system (or a replacement system/site if the original system or site is no longer operable).
Backup information will be stored on encrypted media and secured from unauthorized access, theft or
tampering. Backup information will be securely replicated or transported to a geographically disparate
location to protect the business from regional destruction caused by natural disasters or other events.
Back to Table of Contents

Contingency Plan - Disaster Recovery Plan
To ensure that TAP Innovations can recover from the loss of data due to an emergency or disaster such
as fire, vandalism, terrorism, system failure, or natural disaster effecting systems containing ePHI, TAP
Innovations shall establish and implement or follow a covered entity's Disaster Recovery Plan pursuant
to which it can restore or recover any loss of ePHI and the systems needed to make that ePHI available
in a timely manner.
The Disaster Recovery Plan will apply to all systems that contain ePHI that TAP Innovations has
operational control of. Back to Table of Contents

Contingency Plan - Emergency Mode Operation Plan
In the event of an emergency, the Security Officer would contact the IT professionals immediately to
begin working on the ability to access and restore the data and provide secure access to critical business
application(s). The Security Officer would contact Office Managers so staff members can be redirected
to another location to begin operations. The users would continue to operate the system from an
alternate or temporary location until the emergency situation is remedied. Back to Table of Contents
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Contingency Plan - Testing and Revision Procedure
The contingency plan will be tested and revised (as necessary) every 12 months. The Security Officer will
over see all contingency plan tests with involvement from business stake holders and executive
leadership. Results will be reported to leadership, and recommended revisions or changes (if required).
Back to Table of Contents

Contingency Plan - Critical Applications
A critical analysis shall at a minimum include:
•
•
•
•
•
•
•
•
•
•

An inventory of all information systems and data within those systems
Network architecture diagrams and system flowcharts that show current structure, equipment
addresses, and system interdependencies
Identification and analysis of critical business processes related to ePHI
Identification and analysis of key applications and systems used to support critical business
processes
Documentation of the impact on patient service and business processes if specific information
systems are unavailable for different periods of time (e.g. one hour, one day)
Definition of maximum time periods that information systems can be unavailable
A methodology for defining the criticality of information systems based on impact on patient
service and business processes
Prioritization of information systems according to their criticality and TAP Innovation's ability to
function if they are unavailable
Prioritization of data according to their criticality and time required for restoration
The critical analysis must be conducted with significant involvement from the administrators,
users and owners of information systems and processes.

The critical analysis must be conducted at least annually and may be performed internally or by a
qualified third party.
Results of the critical analysis must be documented and securely maintained. Back to Table of
Contents
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Evaluation - Perform a Periodic Technical and Nontechnical
Evaluation
TAP Innovations will annually determine what technical and non-technical evaluations will be
performed in response to environmental and/or operational changes affecting the security of ePHI.
DEVELOP STANDARDS AND MEASUREMENTS FOR REVIEWING ALL STANDARDS AND
IMPLEMENTATION SPECIFICATIONS OF THE SECURITY RULE
Each policy is reviewed in accordance with the specifications of the Security Rule.

CONDUCT EVALUATION
The Practice's policy is to review all facets of data security, integrity, reliability, and system
functionality during the annual review. The Security Officer will coordinate with each
department to review operating procedures, policies, technical and non-technical systems as
they pertain to the Security Rule and the confidentiality, integrity, and availability of ePHI.
Evaluations will be conducted using a combination of physical security inspections, operational
observations and technical surveys of the business environment, network and systems.

DOCUMENT RESULTS
The results of evaluations are maintained by the Security Officer. The Security Officer will make
recommendations for change to policy, procedures, and technical or non-technical facets of
the business and provide a recommended remediation plan in response to the evaluation.
Management will review the evaluation report and resulting recommended remediation plan
and provide appropriate approvals.

REPEAT EVALUATIONS PERIODICALLY
The Security Officer (or designated representative) performs an annual technical and nontechnical evaluation of the procedures in this document, or anytime there are significant
environmental or operational changes affecting the security of ePHI. Back to Table of Contents
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Business Associate Contracts and Other Arrangements
TAP Innovations will maintain proper and effective Business Associate Agreements in place with all
partners who create, receive, maintain, or transmit ePHI with or on our behalf. Including but not
limited to Business Associates, Covered Entities, and/or sub-contractors.
Business Associates shall comply with and shall cooperate and assist TAP Innovations in its
compliance with, all requirements of the Health Insurance Portability and Accountability Act of 1996
(HIPAA) and any and all future regulations, requirements and writings promulgated thereunder.
Business Associates and their corresponding contract must require said business associates notify
TAP Innovations whenever "unsecured" PHI is breached. Additionally, TAP Innovations is required to
notify any covered entities of such a breach without any unreasonable delay and in any event within
60 days of discovery. The notice must identify each individual whose unsecured PHI is breached. It
should also contain the information necessary for the covered entity to satisfy its notification
obligations with respect to each affected individual.
Business Associates shall provide an individual upon request with an accounting of disclosures
including disclosures made for the purpose of treatment, payment or health care operations.
Business Associates shall follow the HIPAA security rule including the assignment of a Security
Officer, develop written policies and procedures, adopt administrative, physical and technical
safeguards for PHI, and train its workforce on how to protect PHI.
If this organization serves (or intends to serve) as a business associate, it will adhere to the terms of
its business associate agreements or contracts. Back to Table of Contents

Business Associate Contracts and Other Arrangements - Written
Contract or Other Arrangement
All Business Associate agreements, contracts or other relationships will be documented and reviewed
regularly by the Security and/or Privacy Officer(s). Agreements shall be reviewed, and renewed
annually, or terminated and retained for documentation purposes. TAP Innovations will use the
attached standard business associate agreement. Any deviation or change to the Business Associate
agreement must be reviewed and approved by the Security and/or Privacy Officer(s) and must provide
the same assurance to protect the confidentiality, integrity and availability of PHI as specified in the
standard. Back to Table of Contents
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Facility Access Controls
TAP Innovations shall implement physical security controls that prevent unauthorized access to
information systems and the facility or facilities in which they are housed. Because information is only as
secure as the physical access to the systems on which it is house, this will include limiting access to
buildings, facilities, offices or rooms which house information systems used to access, store, process, or
transmit ePHI to those individuals authorized to access the information contained therein.
Prevention of access to information systems will be achieved by physical segregation from publicly
accessible area of the business, and separation between back-office staff that are not authorized access
to PHI. Access to these systems will require authorization from the Privacy Officer and granted, only
after authorization to access PHI has been properly granted. Back to Table of Contents

Facility Access Controls - Contingency Operations
Facility access for the purpose of restoration of lost data will be provided at the approval of and by the
Security Officer in support of the contingency and disaster recovery plans. All access granted for the
restoration of lost data or in support of the contingency and disaster recovery plan shall be recorded
and retained. Back to Table of Contents

Facility Access Controls - Facility Security Plan
All access to ePHI is limited within the facilities. All users are assigned a unique user ID. Employees are
not to share their user ID with anyone, at any time. This includes not using anyone's ID to access the
premises, their access cards, keys, passwords, logins, or any other mechanism to access the facility or
the resources contained therein which was not expressly approved and assigned to the individual.
An inventory of the facilities that house equipment that create, maintain, receive, and transmit ePHI will
be maintained. Likewise, an inventory of access authorizations and assigned access mechanisms will be
maintained and reviewed every 12 months.

Facility access will be assured by implementing the following physical security
safeguards:
Access Badges

Combination Keypads

Locks and Keys

Video Surveillance

17 | P a g e
theAppPlace…Making the World More Efficient by Eliminating One MESS at a Time

The Security Officer will grant access to the facility(ies) and assign the corresponding access device(s) to
authorized workforce member. Access authorizations will be inventoried and reviewed every 12
months. Back to Table of Contents

Facility Access Controls - Access Control and Validation Procedures
The Security and Privacy Officers shall review and approve requests for access to facilities that house
sensitive information. Access authorizations will be reviewed every 12 months and verified by the
Security and Privacy Officers. The Security and Privacy Officers will document and retain review
documentation including evidence of their involvement and attestation to the completeness and
accuracy of the review.
Visitors must be checked-in and recorded in the visitor log. Visitors must be accompanied by authorized
personnel at all times. Visitors must not be given access to information systems used to access, store,
process, transmit or receive protected health information without prior approval from the Security
Officer. The Visitor log must include the visitor's full name, reason for their visit, and the responsible
workforce member that will supervise their visit. Back to Table of Contents

Facility Access Controls - Maintain Maintenance Records
TAP Innovations shall ensure all repairs or modifications to the facilities which impact security, are
documented in the facility repair log. Facility repair log entries must include the date the repair or
modification was first reported, the date the repair or modification was completed, a detailed
description of the repair or modification, and the reason it affects the physical security of the facility.
Items to be logged include but are not limited to required repairs or modifications to doors, walls, locks,
hardware, windows, or other elements used to secure the facility and the information systems
contained therein. Back to Table of Contents
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Workstation Security - Workstation Use
Workstation Use
•
•
•

Workstations should only be used by authorized Workforce members or vendor representatives
following the requirements of the Facility Security Plan and Information Access Policies.
Authentication to the client healthcare or HR data requires a unique user ID and password.
Users are required to follow good security practices in the selection and use of passwords
according to the Password Management policy.

Physical Placement and Monitoring
•
•
•
•

Physical Workstation placement should minimize the possibility of unauthorized personnel
viewing screens or data.
Physical devices such as privacy guards will be utilized where needed to limit visibility of
Confidential Information to unauthorized personnel.
Workstations in high traffic areas used to Access Confidential Information must be monitored
during business hours.
Department managers are ultimately responsible for the physical placement and monitoring of
Workstations in their areas.

Asset Documentation
•
•

•

An inventory of all workstations used to access, store, process, transmit or receive confidential
information will be maintained.
Workstations that are to be retired or designated for disposal will be sanitized of all business
software, licenses, and information - including but not limited to electronic protected health
information and related software.
Appropriate sanitization will be documented and confirmed by the Security Officer or designated
workforce member.

Asset Management and Protection
•
•
•

•

All Workstations purchased by TAP Innovations are considered company assets throughout the
life of the asset.
Workstations should not be relocated or changed by anyone other than authorized workforce
members or vendors.
Workstations shall be protected on and off the premises by employing: Security locks, alarms, or
tracking devices will be appropriately used to physically secure Workstations in areas that are
accessible to the general public.
The User and department manager are jointly responsible for securing devices and ensuring
compliance.
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•

•

•

Workstations that will be sent offsite for vendor maintenance will require an appropriate entity
asset tracking form or service agreement, with the asset tracking details documented with the
appropriate ticket tracking tool.
Laptops and wireless device Users are expected to follow TAP policies, best practices, and
industry standards to avoid laptop theft and/or breach of Confidential Information including but
not limited to encryption of storage media, password protection, and the use of secure network
connections.
Good judgment and reasonable care should be exercised to avoid damaging equipment (e.g. do
not drop the device or spill liquids on equipment).

Ethical Workstation
•
•
•
•
•
•

Use Appropriate use of resources includes maintaining the security of the system, protecting
privacy, and conforming to applicable laws, including Copyright and harassment laws.
Workstations are to be used primarily for the conduct of business.
Attempts to maliciously sabotage systems or networks using business resources are prohibited.
Attempts to make a computer impersonate other systems, particularly via forged email, talk,
news, etc., are prohibited.
Users may not use their accounts to attempt to gain unauthorized Access to the organization’s
systems.
Unless the information system is unavailable for maintenance or there is a specified business
reason preventing routine User Access, TAP users may not deliberately deny authorized Users
Access to systems. Back to Table of Contents

Workstation Security - Workstation Security
All workstations used to access electronic protected health information must be protected from
unauthorized access. To reduce the risk of unauthorized access to protected health information, systems
must be locked or logged off when not in use. To decrease the likelihood of systems being left logged on
and abandoned, a network policy or application policy to terminate sessions after 30 minutes of
inactivity shall be used. Systems must be physically segregated from publicly accessible spaces whenever
possible. When systems must be deployed to publicly accessible spaces, they should be physically
secured from theft or tampering with appropriate security mechanisms or locks. Screens are to be
turned from public visibility whenever possible. When not possible, screen protectors must be used to
reduce the risk of shoulder surfing. All systems used to store, process, transmit or receive protected
health information must implement drive encryption. Back to Table of Contents
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Device and Media Controls: Disposal
The Security Officer (or designated representative) oversees the sanitization of all hardware or
media which contain or were used to transmit, store or process electronic protected health
information. Documentation on the hardware or media and the information it contains, as well
as a certification of destruction or sanitization must accompany the final disposition log. Back to
Table of Contents

Device and Media Controls - Media Re-use
The Security Officer (or designated representative) oversees the sanitization of all hardware or media
which contain or were used to transmit, store or process electronic protected health information before
it can be reused. Documentation on the hardware or media and the information it contains, as well as a
certification of sanitization must accompany the media reuse log. Back to Table of Contents

Device and Media Controls - Accountability
All movement or removal hardware and electronic media that contain electronic protected health
information must be tracked by the Security Officer including a description of the hardware or media,
the information that it contains, and the responsible party. Receipt or relocation of hardware or media
that contains electronic protected health information must be confirmed once it reaches its destination.
Workforce members shall coordinate hardware or media removal with their manager for approval.
Managers will register the hardware or media movement, and responsible party - with the Security
Officer. Back to Table of Contents

Device and Media Controls: Data Backup and Storage Procedures
All movement of hardware, systems and electronic media that contain electronic protected
health information must be successfully backed up with an approved backup strategy that has
been tested and validated prior to movement. Backups should be securely stored and
encrypted. Encryption keys will be managed by the Security Officer. The Security Officer will
ensure appropriate delegates perform and validate the backups prior to releasing the
hardware, system, or media for movement. Back to Table of Contents
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Access Control
TAP Innovations limits information system access to authorized users and/or "system accounts/service
accounts" and applications acting on behalf of authorized users or automated system jobs. Information
systems and networks have access and authentication controls which employ user ID and passwords
unique to each individual user. User IDs and passwords, as a means of authentication, restrict user
privileges on the system to only those files, applications, data and system resources needed for that
user's role. Access to TAP Innovations information and technology is permitted only on a need-to-know
basis, and users shall be granted only the minimum access rights and privileges needed to perform a
particular function. Users are prevented from gaining access to information and technology for which
they are not authorized.
Information Access will be restricted to authorized personnel based on approval for access and need to
know or access specified levels of access.
Those with a need to know, but not a need to - or job role to enter or edit information - will be granted
read only access to authorized information.
Those with a need to know and enter or edit information will be given Read/Write access to authorized
information.
This is a need to read, write, modify or archive information will be given Full Control. Full control is
limited to authorized/specified administrative accounts and must be maintained on the administrative
accounts log.
Access controls will be applied to each user account based on management approval and security officer
authorizations. Accounts with access to systems or applications with ePHI will be reviewed monthly.
Upon termination, please reference the Termination policy. Terminations should be processed within 24
hours of any workforce members' departure. Back to Table of Contents

Access Control - Unique User Identification
All persons or entities requesting access to information systems must be positively and uniquely
identified and authenticated before access is granted in order to provide unique accountability for the
actions performed by the user.
Every user login must employ a user ID and password that uniquely identifies that user. Generic/Shared
user IDs are not allowed. User ID credentials are granted only after access approval as specified in the
Information Access Management Policy.
Accounts not associated with a specific user (e.g., service or machine accounts), must be protected from
unauthorized use or disclosure.
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All vendor-defined or system default IDs and passwords must be changed or deleted before the system
is attached to TAP Innovations network. No user shall log into the network or system(s) anonymously
(for example, by using a "guest" account). Back to Table of Contents

Access Control - Emergency Access Procedure
Emergency access to electronic mediums may be granted on a need to know basis, provided the
following requirements are met:
The Security Officer will initiate Emergency Access protocols and notify the business that Emergency
Mode Operations have been activated.
Emergency Mode Access Requests must made by a manager-level or above employee;
While operating in Emergency Mode Operations - the security officer will approve all access requests
Emergency Mode access requests must be documented in the Emergency Access Request Log.
Emergency Mode access is made available for a 24-hour period, using unique authentication in order to
preserve access audit and logging.
Once the emergency has passed, the Security Officer will announce the end of Emergency Mode
Operations and resume normal access management. Back to Table of Contents

Access Control - Automatic Logoff
If capable, applications that have the potential to contain ePHI OR confidential data must be configured
to automatically log off after 30 minutes of inactivity; and/or
Any device with an installed application that is not capable of automatically logging off after 30 minutes
must be configured to automatically log the user off at the operating system level, or enact a passphrase
protected screen saver after 30 minutes of inactivity;
To the extent possible, network and application credentials will be set to lockout after 3 consecutive
failed attempts;
To the extent possible, network and application passphrases shall be set to expire every 90 days, and
shall prevent users from utilizing the previous 5 passphrases.
If any such limitations are not supported by an application, the greatest possible restrictions allowable
by said application for each item shall be enforced. Back to Table of Contents
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Access Control - Encryption and Decryption
Whenever possible, devices and media that contain or access ePHI will be encrypted. Encryption
methods may vary depending on device and media compatibility but must be documented in the ePHI
systems inventory. Cryptographic key management will be maintained in cryptography log, and shall be
controlled and maintained by the Security Officer of appropriate administrative delegate. Back to Table
of Contents
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Audit Controls
Many computer Applications and System platforms have technical auditing capability built in. This
functionality must be enabled so that User and system activity can be electronically recorded to a
central Audit Log file.
Some Applications or Systems do not capture the User and System activity to a central audit log file. In
this case, when the Application or System contains PHI or Confidential information, the Data Owner,
System or Application Administrator is responsible for manually reviewing the individual files that
capture the User and System activity. This will help maintain the integrity of the Data and prevent
misuse of Access Privileges.
Computer Applications and System platforms that currently don't have any technical auditing capability,
the System or Application administrator should do, but is not limited to, the following:
Request the vendor add the functionality to the Application; Identify an alternative Application that
provides the technical auditing functionality if financially cost effective; or Implement cost effective
safeguards to further minimize unauthorized access or misuse.

Access Audits:
The Audit Logs, at a minimum, should capture information relevant to the risks that are
presented to specific systems which store or access ePHI or are accessible from outside the
perimeter defense shall have intrusion detection and/or prevention and log intrusion attempts.
Additional information which should be logged on all systems include:
•
•
•
•
•

Startup and shutdown
Access control events
Each login, logout action and duration of access
Access, modification, or attempted Access or modification to computer files, programs,
directories, or peripherals
Date and time the computer files, programs, directories, or peripherals were accessed

Audit Logs Review and Retention:
Persons responsible for reviewing Audit Logs should, at a minimum, review the logs for:
•

Unauthorized Access attempts, or misuse of Access privileges.

•

Malicious activity (e.g. unauthorized processes or services are running on the Application or
System and sending information collected to an unauthorized System)
The installation of and or execution of unauthorized programs
Verification that security safeguards implemented are functioning as intended

•
•
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The frequency of the Audit Logs review is determined by the following:
•
•
•
•
•
•
•

For System and Applications that are available via the Internet or Intranet, Audit Logs should be
reviewed at least weekly
For Systems and Applications that contain PHI or Confidential information that can only be
accessed internally by Workforce members, Audit Logs should be reviewed at least monthly
For other Systems and Applications, Audit Logs should be reviewed at least quarterly
For online availability, Audit Logs should be retained for a minimum of thirty days
If retaining the logs for a minimum of thirty days would impact System performance, the logs
should be retained for the maximum amount of time that would not impact System performance
Logs should be reviewed before they are truncated or deleted
For offline availability, Audit Logs should be archived for at least one year

Reporting and Investigation:
Users should report any anomalies in System performance to their supervisor, System
Administrator, or Application Administrator.
Reports received should be reviewed for indication of unauthorized Access or misuse.
Security concerns identified during the review of the Audit Logs should be reported to the Entity
or Information Security Officer or Information Security Department Able Groups. The
Information Security Officer will manage and report the investigations according to the
requirements established in the Computer Security Incident Response policy.
For the purpose of performing an audit investigation and for the duration of the investigation,
the Information Security Officer or Privacy Officer may request, and should be granted, Access
that may include:
•
•
•
•

User level or System level Access to any computing or communications device
Access to information that may be produced, transmitted, or stored on equipment or premises
Access to work areas
Access required interactively monitoring and log System activity
It is the responsibility of each System or Application administrator to implement the audit
requirements and document that the audits have been accomplished, and upon request,
provide documentation to the ISO. Back to Table of Contents
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Integrity – Integrity
TAP Innovations shall appropriately protect the integrity of all electronic protected health
information that is stored, processed, transmitted or received on business systems, networks or
electronic resources from improper alteration or deletion.
TAP Innovations shall implement formal, documented process for appropriately protecting the
integrity of ePHI. At a minimum, the process shall include:
Access to delete or alter ePHI is restricted to specified full access accounts. Authorized
alterations or deletions are audited and reviewed as part of the Audit Policy. Such access and
use shall be clearly defined and documented, and periodically reviewed and revised as
necessary. The integrity of ePHI in transmission between any two systems will be assured by
encryption. The integrity of ePHI at rest will be assured with Checksums, Digital Signatures,
and/or Hash Values.
By limiting full access controls, user error or intentional improper alteration or deletion can be
reduced to minimal possible extent.
By implementing encryptions for all ePHI in transmission, integrity is automatically validated by
the encryption transmission process over TCP/IP networks, validating the sequence and
protected the content of each packet of information that is transmitted or received. Back to
Table of Contents

Integrity - Mechanism to Authenticate ePHI
TAP Innovations will take steps to ensure that, when reasonable and appropriate, electronic
mechanisms are implemented to validate the integrity of ePHI by proving that it has not been
improperly altered or destroyed. Examples of electronic mechanisms that are capable of
detecting and reporting unauthorized alteration or destruction of ePHI include:
i.
ii.
iii.
iv.
v.

Checksum
Hash values
Digital signatures
Encryption
Disk redundancy (such as Redundant Arrays of Inexpensive Disks or "RAID")

The use of electronic mechanisms to ensure that ePHI has not been altered or destroyed
will be determined by the HIPAA Security Officer. Back to Table of Contents
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Person or Entity Authentication: Person or Entity Authentication
EVALUATE AUTHENTICATION METHODS AVAILABLE
Available authentication methods, also called factors of authentication, include
something you are (Biometrics) including retina, fingerprint, palm print, or other unique
characteristics of a person; something you have (token devices) including smart cards
and RFID badges; and something you know (pass codes) including passwords, pin
numbers, or some other form of known response.
SELECT AND IMPLEMENT AUTHENTICATION OPTION
TAP Innovations has elected to implement FACTOR (such as password, pass code,
Multifactor, biometric) authentication to validate that any person or process requesting
access to ePHI is the one they claim to be.
Additional requirements are outlined in the Unique user ID policy, and the password
policy. Back to Table of Contents
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Transmission – Transmission
There are various methods of encryption available to protect electronic protected health
information from unauthorized disclosure while being transmitted across networks. Secure
Socket Layer (SSL) encryption protects the transmission of protected health information, when
implemented on web content. Secure File Transfer Protocol (SFTP) can be implemented to
protect file transmissions. Transport Layer Security (TLS) protects other forms of electronic
transmission including e-mail communications. In addition to these application layer encryption
options, there are network layer encryption options such as Wireless encryption, Internet
Protocol Security (IPSEC) and encrypted tunnel options from virtual private networks (VPN).
Due to the various methods by which ePHI can be transmitted, it is important to select the best
encryption method for the transmission method to ensure the confidentiality and integrity of
ePHI in transmission. Back to Table of Contents

Transmission - Integrity Controls
When appropriate encryption is implemented on a TCP/IP network integrity is achieved
through the combination of TCP/IP flow controls and the encryption/decryption process. As
such, ePHI shall not be transmitted in or out of the perimeter defense of a local network
without appropriate encryption to protect the integrity and confidentiality of the transmission.
Back to Table of Contents

Transmission – Encryption
In order for encryption to be an effective security solution to protect the confidentiality and
integrity of ePHI, the encryption keys must be protected from unauthorized disclosure. The
security officer or appropriate delegate will ensure the protection of encryption keys are
secured from unauthorized disclosure for any encryption that is managed or implemented by
TAP Innovations. Encryption keys will be maintained in secure storage locations accessibly only
by the security officer or appropriate delegate. Back to Table of Contents
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Business Associate Agreements or Other Arrangements - Security Rule
Business Associate Agreements (BAA) will be signed by all TAP vendors and associates that have
access to PHI and/or other sensitive data. These will be reviewed annually with each vendor to
ensure compliance. Back to Table of Contents

Business Associate Agreements or Other Arrangements: TAP's Full
Business Associate Agreement
The Business Associate Agreement (the “Agreement”), effective [DATE], is entered into
by and between [BUSINESS ASSOCIATE] (the “Business Associate”) and TAP Innovations, LLC
(the “Covered Entity”). The Covered Entity and Business Associate may be referred to as the
“Party” individually or “Parties” collectively.
This Agreement sets forth the terms and conditions governing the sharing of patient
health information between the Covered Entity and Business Associate.
1.

Recitals

Whereas, Sections 261 through 264 of the federal Health Insurance Portability and
Accountability Act of 1996, Public Law 104-191, known as “the Administrative Simplification
provisions,” directs the Department of Health and Human Services (“HHS”) to develop
standards to protect the security, confidentiality, and integrity of health information; and
Whereas, pursuant to the Administrative Simplification provisions, the Secretary of Health
and Human Services issued regulations modifying 45 CFR Parts 160 and 164 (the “HIPAA Privacy
and Security Rule”); and
Whereas, the American Recovery and Reinvestment Act of 2009 (Pub. L. 111-5), pursuant to
Title XIII of Division A and Title IV of Division B, called the “Health Information Technology for
Economic and Clinical Health” (“HITECH”) Act, codified at 42 U.S.C. 17921-17954, provides
modifications to the HIPAA Privacy and Security Rule; and
Whereas, pursuant to the HITECH Act, the Secretary of HHS has issued regulations at 45
C.F.R. Part 164, Subpart D (the “Data Breach Rule”, together with the HIPAA Privacy and
Security Rule and any and all regulations promulgated under the HITECH Act, the “HIPAA
Rules”), and may issue additional regulations in the future to further protect the security,
confidentiality, and integrity of health information; and
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Whereas, the Parties wish to entered into or have entered into an arrangement whereby
Business Associate will provide services to Covered Entity as outline in the Services Agreement
(“Services Agreement”), and, pursuant to such arrangement, Business Associate may be
considered a “business associate” of Covered Entity as defined in the HIPAA Privacy and
Security Rule; and
Whereas, in connection with these services, Covered Entity may disclose to Business
Associate certain Protected Health Information that is subject to protection under the HIPAA
Privacy and Security Rule; and
Whereas, Business Associate is subject to the HIPAA Privacy and Security Rule and must
comply with those requirements as they apply to the Covered Entity in Business Associate’s
performance under this Agreement; and
Whereas, both Parties agree that the HIPAA Rules require that Covered Entity receive
adequate assurances that Business Associate will comply with certain obligations with reyeect
to the Protected Health Information received in the course of providing services to or on behalf
of the Covered Entity, and the purpose of this Agreement is to comply with the requirements of
the HIPAA Rules.
Now Therefore, in consideration of the mutual promises and covenants herein, and for
other good and valuable consideration, the receipt and sufficient of which is hereby
acknowledged, the Parties agree as follows:
1.

Definitions

Except as otherwise defined by this Agreement, any and all capitalized terms shall have the
same meaning as the definitions set forth in the HIPAA Rules and the HITECH Act, as amended
from time to time. In the event of an inconsistency between the provisions of this Agreement
and mandatory provisions of the HIPAA Rules and the HITECH Act, as amended, the HIPAA
Rules and HITECH Act shall control.
“Breach” shall mean the unauthorized acquisition, access, use, or disclosure of personal
identifying information, sensitive personal information, or PHI in a manner not permitted under
the Privacy Rule or applicable state law which compromises the security or privacy of the
information. For the purposes of this definition, “compromises the security or privacy of the
PHI” means unauthorized possession, use or disclosure of personal identifying information,
sensitive personal information, or PHI.
“Business Associate” shall mean the entity identified above.
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“Covered Entity” shall mean TAP Innovations, LLC.
“Designated Record Set” shall mean a group of records maintained by or for Covered
Entity, as defined by the Privacy Rule, that is: (i) the medical records and billing records
maintained by or for a covered health provider; (ii) the enrollment, payment, claims
adjudication, and case or medical management record systems maintained b y or for a
health plan; or (iii) used, in whole or in part, by or for the covered entity to make decisions
about Individuals. For purposes of this definition, the term “record” means any item,
collection, or grouping of information that includes protected health information and is
maintained, collected, used, or disseminated by or for a covered entity.
“Individual” shall mean the person who is the subject of the protected health information
and any person who qualifies as a personal representative under 45 C.F.R. § 164.502(g).
“Personal Identifying Information” shall mean information that alone or in conjunction
with other information identifies an Individual, including an Individual's: (i) name, social
security number, date of birth, or government-issued identification number; (ii) mother's
maiden name; (iii) unique biometric data, including the individual's fingerprint, voice print,
and retina or iris image; or (iv) unique electronic identification number, address, or routing
code.
“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. parts 160 and 164, subparts A and E as they may be amended from
time to time.
“Protected Health Information” or (“PHI”) shall mean Individually Identifiable Health
Information that is transmitted or maintained in any for or medium created or received by
Business Associate from or on behalf of Covered Entity.
“Required by Law” shall mean a mandate contained in law that compels a use or disclosure
of PHI and that is enforceable in a court of law.
“Secretary” shall mean the Secretary of the Department of Health and Human Services or
his or her Designee.
“Sensitive Personal Information” shall mean an individual's first name or first initial and last
name in combination with any one or more of the following items, if the name and the
items are not encrypted: (i) social security number; (ii) driver's license number or
government-issued identification number; or (iii) account number or credit or debit card
number in combination with any required security code, access code, or password that
would permit access to an individual's financial account; or information that identifies an
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individual and relates to: (i) the physical or mental health or condition of the individual; (ii)
the provision of health care to the individual; or (iii) payment for the provision of health
care to the individual.
1.

Obligations Of Business Associate

Business Associate acknowledges that the sections of the HIPAA Rules and HITECH Act apply
directly to Business Associate as they apply to Covered Entity and agrees to comply with such
rules and regulations, as outlined in the sections of part 3.0 of this Agreement.
1.

Use And Disclosure of Phi

Except as otherwise permitted by this Agreement or Required by Law, Business
Associate shall not Use or Disclose PHI except as necessary to provide the services as described
in the Services Agreement to or on behalf of Covered Entity, and shall not Use or Disclose PHI in
a manner that would violate the Privacy Rule if Used or Disclosed by Covered
Entity. Notwithstanding the foregoing, Business Associate may Use and Disclose PHI as
necessary for the proper management and administration of Business Associate, or to carry out
its legal responsibilities, provided that Business Associate shall in such cases: provide
information to members of its workforce Using or Disclosing PHI regarding the confidentiality
requirements of the HIPAA Rules and this Agreement; and unless such Disclosure is Required by
Law, obtain reasonable assurances from the person or entity to whom the PHI is disclosed that:
(i) the PHI will be held confidential and further Used and Disclosed only as Required by Law or
for the purpose for which it was Disclosed to the person or entity; and (ii) the person or entity
will notify Business Associate of any instances of which it is aware in which confidentiality of the
PHI has been breached.
2.

Safeguards

Business Associate shall implement reasonable and appropriate administrative, physical,
and technical safeguards to ensure that PHI is not Used or Disclosed in any manner inconsistent
with this Agreement and to protect the confidentiality, integrity, and availability of any
electronic PHI it creates, receives, maintains, or transmits on behalf of Covered Entity as
required by the Security Rule. Further, Business Associate will implement any other security
requirements to the extent required by Section 17931(a) of the HITECH Act and any applicable
regulations. Business Associate will ensure that any agent, including a subcontractor, to whom
it provides such electronic PHI agrees to implement reasonable and appropriate safeguards to
protect it.
3.

Incident Reporting
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Business Associate shall report, in writing, to Covered Entity any Breach, Security
Incident, or Use, Disclosure, or unauthorized access of PHI that is not permitted by this
Agreement within two (2) calendar days after discovery. The report shall include, at a
minimum, the identification of each affected individual. The Covered Entity retains control over
breach notification procedures, including risk assessment, provision of breach notification to
affected patients and communications to other entities as required, such as media outlets and
the Secretary (“Breach Notification Procedure”). Business Associate shall cooperate with
Covered Entity in any investigation of the incident and the Breach Notification Procedure, to
include a review of breach notification and other communications as requested. In addition,
Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is
known to Business Associate of a Use or Disclosure of PHI by Business Associate in violation of
the requirements of this Agreement, the HIPAA Rules, or the HITECH Act, or of Sensitive
Personal Information or Personal Identifying Information in violation of applicable state law.
4.

Data Aggregation

In the event that Business Associate works for more than one Covered Entity, Business
Associate is permitted to Use PHI for data aggregation purposes only in order to analyze data
for permitted health care operations, to the extent that such Use is permitted under the Privacy
Rule and the Services Agreement.
5.

Minimum Necessary

Business Associate and its agents or subcontractors, if any, shall request, Use and
Disclose only a Limited Data Set, if practicable; if not practicable, Business Associate and its
agents or subcontractors, if any, shall request, Use and Disclose only the minimum amount of
PHI necessary to accomplish the purpose of the request, Use or Disclosure, unless an exception
in 45 C.F.R. § 164.502(b)(2) applies; provided that, when effective, Business Associate agrees to
comply with the Secretary’s guidance on what constitutes minimum necessary as required by
HITECH Act Section 13405.
6.

Disclosure To Agents and Subcontractors

If Business Associate Discloses PHI received from Covered Entity, or created or received
by Business Associate on behalf of Covered Entity, to agents, including a subcontractor,
Business Associate shall require the agent or subcontractor to agree in writing to the same or
substantially similar restrictions and conditions as apply to Business Associate under this
Agreement. Business Associate further expressly warrants that its agents or subcontractors will
be specifically advised of, and will comply in all respects with, the terms of this Agreement.
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7.

Individual Rights

Business Associate agrees that if it maintains a Designated Record Set for Covered Entity
that is not maintained by Covered Entity, it will permit an Individual to inspect or copy PHI
about the Individual in that set as directed by Covered Entity to meet the requirements of 45
C.F.R. § 164.524, the HITECH Act, and applicable state law. Covered Entity is required to take
action on such requests as soon as possible, but not later than fifteen (15) days following
receipt of the request. Business Associate agrees to make reasonable efforts to assist Covered
Entity in meeting this deadline. If Business Associate maintains PHI electronically, it agrees to
make such PHI electronically available to the applicable Individual. If Covered Entity maintains
the requested records, Covered Entity, rather than Business Associate, shall permit access
according to its policies and procedures implementing the HIPAA Rules and the HITECH Act.
Business Associate agrees, if it maintains PHI in a Designated Record Set, to make
amendments to PHI at the request and direction of Covered Entity pursuant to 45 C.F.R. §
164.526. If Business Associate maintains a record in a Designated Record Set that is not also
maintained by Covered Entity, Business Associate agrees that it will accommodate an
Individual’s request to amend PHI only in conjunction with a determination by Covered Entity
that the amendment is appropriate according to 45 C.F.R. § 164.526
8.

Accounting Of Disclosures

Business Associate agrees to maintain documentation of the information required to
provide an accounting of Disclosures of PHI in accordance with 45 C.F.R. § 164.528 and Section
17935(c) of the HITECH Act, and to make this information available to Covered Entity upon
Covered Entity’s request, in order to allow Covered Entity to respond to an Individual’s request
for an accounting of Disclosures.
9.

Internal Practices, Policies, And Procedures

Except as otherwise specified herein, Business Associate shall make available its internal
practices, policies, and procedures relating to the Use and Disclosure of PHI received from or on
behalf of Covered Entity to the Secretary or his or her agents for the purpose of determining
Covered Entity’s compliance with the HIPAA Rules, or any other health oversight agency, or to
Covered Entity. Records requested that are not protected by an applicable legal privilege will
be made available in the time and manner specified by the Secretary, applicable health
oversight agency, or Covered Entity
10. Notice

Of Privacy Practices
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Business Associate shall abide by the limitations of Covered Entity’s Notice of which it
has knowledge. Any Use or Disclosure permitted by this Agreement may be amended by
changes to Covered Entity’s Notice; provided, however, that the amended Notice shall not
affect permitted Uses and Disclosures on which Business Associate relied prior to receiving
notice of such amended Notice.
11. Withdrawal

of Authorization

If the Use or Disclosure of PHI in this Agreement is based upon an Individual’s specific
authorization for the Use or Disclosure of his or her PHI, and the Individual revokes such
authorization, the effective date of such authorization has expired, or such authorization is
found to be defective in any manner that renders it invalid, Business Associate shall, if it has
notice of such revocation, expiration, or invalidity, cease the Use and Disclosure of the
Individual’s PHI except to the extent it has relied on such Use or Disclosure, or if an exception
under the Privacy Rule expressly applies.
12. Knowledge

Of HIPAA

Business Associate agrees to review and understand the HIPAA Rules and HITECH Act as
they apply to Business Associate, and to comply with the applicable requirements, as well as
any applicable amendments thereto.
13. Remuneration And Marketing
Business Associate will not directly or indirectly receive remuneration in exchange for
any PHI, subject to the exceptions contained in the HITECH Act, without a valid authorization
from the applicable Individual. Business Associate will not engage in any communication which
might be deemed to be “marketing” under the HITECH Act.
14. Training

Of Business Associate’s Employees

In accordance with state law where applicable, Business Associate shall provide a training
program to its employees, who handle or access Covered Entity’s PHI, regarding HIPAA /
HITECH, and state law concerning PHI that is specifically tailored to Business Associate’s course
of business and each employee’s scope of employment with Business Associate. Such training
shall occur at least once every two (2) years and within sixty (60) days of hire of a new
employee. Business Associate shall maintain documentation of each employee’s signed
verification of attendance in such training program and provide to Covered Entity upon request.
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1.

Term And Termination

This Agreement shall be effective as the Effective Date and shall be terminated when all PHI
provided to Business Associate by Covered Entity, or created or received by Business Associate
on behalf of Covered Entity, is destroyed or returned to Covered Entity. If Business Associate,
or its agents or subcontractors, if any, violates any material term of this Agreement, as
determined by Covered Entity, Covered Entity may, in its discretion: (i) immediately terminate
this Agreement; (ii) provide an opportunity for Business Associate to cure the breach or end the
violation and terminate this Agreement if Business Associate does not promptly cure the breach
or end the violation within a period not to exceed thirty (30) calendar days; or (iii) report this
violation to the Secretary if neither termination nor cure is feasible. Covered Entity may
terminate this Agreement effective immediately, if (i) Business Associate is named as a
defendant in a criminal proceeding for a violation of the HIPAA Rules, HITECH Act, or other
security or privacy laws or (ii) there is a finding or stipulation that the Business Associate has
violated any standard or requirement of the HIPAA Rules, HITECH Act, or other security or
privacy laws in any administrative or civil proceeding in which Business Associate is
involved. Business Associate agrees to report the commencement of any legal action or
investigation against Business Associate arising from an alleged violation of the HIPAA Rules,
the HITECH Act, or any other security or privacy laws. Upon termination of this Agreement for
any reason, Business Associate agrees to return or destroy all PHI received from Covered Entity,
or created or received by Business Associate on behalf of Covered Entity, maintained by
Business Associate in any form. If Business Associate determines that the return or destruction
of PHI is not feasible, Business Associate shall inform Covered Entity in writing of the reason
thereof, and shall agree to extend the protections of this Agreement to such PHI and limit
further Uses and Disclosures of the PHI to those purposes that make the return or destruction
of the PHI not feasible for so long as Business Associate retains the PHI.
1.

Standard Provisions
1. Independent Contractors

It is expressly agreed and stipulated by and between the parties hereto that Business
Associate and Covered Entity are independent contractors, and neither Party shall not be
deemed or construed to be an agent, servant, or employee of the other or of any affiliates
within the meaning of state or common law.
2.

Indemnification

To the extent permitted by law, Business Associate agrees to indemnify and hold
harmless Covered Entity from and against all claims, demands, liabilities, judgments, or causes
of action of any nature for any relief, elements of recovery or damages recognized by law
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(including, without limitation, reasonable attorneys’ fees, defense costs, costs of breach
notification and mitigation, regulatory investigations by the Office for Civil Rights or state
regulatory agencies, and equitable relief), for any damage or loss incurred by Covered Entity
arising out of, resulting from, or attributable to any acts or omissions or other conduct of
Business Associate or subcontractors or agents in connection with the performance of Business
Associate’s duties under this Agreement, including but not limited to breach notification costs
and expenses, and attorneys’ fees. This indemnity shall not be construed to limit Covered
Entity’s rights, if any, to common law indemnity. Covered Entity retains the final right of
approval of any and all communications to Individuals, including its patients, employees, media,
regulators, or any other party for whom Covered Entity may be obligated to notify. Covered
Entity shall have the option, at its sole discretion, to employ attorneys selected by it to defend
any such action, or to provide advice regarding breach notification, the reasonable costs and
expenses of which shall be the responsibility of Business Associate. Covered Entity shall provide
Business Associate with timely notice of the existence of such proceedings and such
information, documents, and other cooperation as reasonably necessary to assist Business
Associate in establishing a defense to such action. These indemnities shall survive termination
of this Agreement.
3.

Rights Of Proprietary Information

Covered Entity retains any and all rights to the proprietary information, confidential
information, and PHI it releases to Business Associate. Business Associate agrees that it
acquires no title or rights to PHI as a result of the Services Agreement or this Agreement. The
respective rights and obligations of Business Associate under Sections 3.0 and 4.0 of this
Agreement shall survive the termination of this Agreement for any reason.
4.

Notices

Any notices pertaining to this Agreement shall be given in writing and shall be deemed
duly given when personally delivered to a Party or a Party’s authorized representative as
listed within this Agreement or sent by means of a reputable overnight carrier, or sent by
means of certified mail, return receipt requests, postage prepaid. A notice sent by certified
mail shall be deemed given on the date of receipt or refusal of receipt. All notices shall be
addressed to Covered Entity: TAP Innovations, LLC, 333 Farm View Trl, Keller, TX attention to
the Chief Executive Officer and the Privacy Office.
5.

Amendments

If any modification to this Agreement is required by HIPAA, the HITECH Act, the HIPAA
Rules, or any other federal or state law affecting this Agreement or if Covered Entity reasonably
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concludes that an amendment to this Agreement is needed because of a change in federal or
state law or changing industry standards, Covered Entity shall notify Business Associate of such
proposed modification(s) (“Legally-Required Modifications”). Such Legally Required
Modifications shall be deemed accepted by Business Associate and this Agreement so amended,
if Business Associate does not, within thirty (30) calendar days following the date of notice (or
within such other time period as may be mandated by applicable state or federal law), deliver to
Covered Entity its written rejection of such Legally-Required Modifications. If the Parties cannot
agree on the effect of any such amendment or interpretation, this Agreement may be
terminated upon written notice to the other Party.
6.

Choice Of Law

This Agreement and the rights and obligations of the Parties hereunder shall be
governed by and construed under the laws of the State in which the Covered Entity resides,
without regard to applicable conflict of laws principles.
7.

Regulatory REFERENCES

A citation in this Agreement to the Code of Federal Regulations shall mean the cited
section as that section may be amended from time to time.
8.

Assignment Of Rights and Delegation Of Duties

This Agreement is binding upon and inures to the benefit of the Parties hereto and their
respective successors and permitted assigns. However, neither Party may assign any of its
rights or delegate any of its obligations under this Agreement without the prior written consent
of the other Party, which consent shall not be unreasonably withheld or
delayed. Notwithstanding any provisions to the contrary, however, Covered Entity retains the
right to assign or delegate any of its rights or obligations hereunder to any of its wholly owned
subsidiaries, affiliates, or successor companies. Assignments made in violation of this provision
are null and void.
9.

Nature Of Agreement

Nothing in this Agreement shall be construed to create (i) a partnership, joint venture,
or other joint business relationship between the Parties or any of their affiliates; (ii) any
fiduciary duty owed by one Party to another Party or any of its affiliates; or (iii) a relationship of
employer and employee between the Parties.
10. No

Waiver
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Failure or delay on the part of either Party to exercise any right, power, privilege, or
remedy hereunder shall not constitute a waiver thereof. No provision of this Agreement may
be waived by either Party except by a writing signed by an authorized representative of the
Party making the waiver.
11. Equitable

Relief

Business Associate agrees that any disclosure or misappropriation of PHI by Business
Associate or its agents or subcontractors, if any, in violation of this Agreement will cause
Covered Entity irreparable harm, the amount of which may be difficult to ascertain. Business
Associate therefore agrees that Covered Entity shall have the right to apply to a court of
competent jurisdiction for specific performance and/or an order restraining and enjoining
Business Associate from any such further disclosure or breach, and for such other relief as
Covered Entity shall deem appropriate. Such rights are in addition to any other remedies
available to Covered Entity at lay or in equity. Business Associate expressly waives the defense
that a remedy in damages will be adequate, and further waives any requirement in an action
for specific performance or injunction for the posting of a bond by Covered Entity.
12. Severability
The provisions of this Agreement shall be severable, and if any provision of this
Agreement shall be held or declared to be illegal, invalid, or unenforceable, the remainder of
this Agreement shall continue in full force and effect as though such illegal, invalid, or
unenforceable provision had not been contained herein.
13. No

Third-Party Beneficiaries

Nothing in this Agreement shall be considered or construed as conferring any right or
benefit on a person not party to this Agreement nor imposing any obligations on either Party
hereto to persons not a party to this Agreement.
14. Headings
The descriptive heading of the articles, sections, subsections, exhibits, and schedules of
this Agreement are inserted for convenience only, do not constitute a part of this Agreement
and shall not affect in any way the meaning or interpretation of this Agreement.
15. Entire

Agreement
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This Agreement, together with all the Exhibits, Riders, and Amendments, if applicable,
which are fully completed and signed by authorized persons on behalf of both Parties from
time-to-time while this Agreement is in effect, constitutes the entire Agreement between the
Parties hereto with respect to the subject matter hereof and supersedes all previous written or
oral understandings, agreements, negotiations, commitments, and any other writing and
communication by or between the Parties with respect to the subject matter hereof. In the
event of any inconsistences between any provisions of this Agreement in any provisions of the
Exhibits, Riders, or Amendments, the provisions of this Agreement shall control.
16. Interpretation
Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits
Covered Entity to comply with the HIPAA Rules and the HITECH Act. In the event of an
inconsistency between the provisions of this Agreement and any mandatory provisions of the
HIPAA Rules, HIPAA, or the HITECH Act, as amended, the HIPAA Rules, HIPAA, or the HITECH Act
shall control. Where provision of this Agreement are different from those in the HIPAA Rules,
HIPAA, or HITECH Act, as amended, but are nonetheless permitted by the HIPAA Rules, HIPAA,
or the HITECH Act, the provisions of this Agreement shall control.
17. Counterparts
This Agreement may be executing in a number of counterparts, each of which shall be
deemed an original, but all such counterparts together shall constitute but one and the same
instrument. Back to Table of Contents

Business Associate Agreements or Other Arrangements – Reporting:
See the Requirements Policy with the Full BAA Back to Table of Contents

Business Associate Agreements or Other Arrangements - Other
Arrangements:
See the Requirements Policy with the Full BAA Back to Table of Contents
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Documentation - Policies and Procedures
TAP Innovations will maintain written policies and procedures (which may include electronic
form) including all action, activity or assessments which are required to be documented. Back to
Table of Contents

Documentation - Time Limit
Documents will be retained for a period of 6 years from the date creation or the date when it
was last in effect, whichever is later. Back to Table of Contents

Documentation – Availability
Documentation is available to all persons responsible for implementing the procedures to
which the documentation pertains. Back to Table of Contents

Documentation – Updates
Documentation will be reviewed every 12 months, and updated as necessary, in response to
environmental or operational changes affecting the security of ePHI. Back to Table of Contents
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Uses and Disclosures of Protected Health Information - Disclosures by
Whistleblowers
TAP Innovations is not considered to have violated the requirements of the Privacy Rule if a
member of its workforce or a business associate discloses protected health information,
provided that:
i.

ii.

The workforce member or business associate believes in good faith that TAP
Innovations has engaged in conduct that is unlawful or otherwise violates
professional or that the services or conditions provided by TAP Innovations
potentially endangers one or more patients, workers, or the public; and
The disclosure is to:
a. A health oversight agency or public health authority authorized by law to
investigate or otherwise oversee the relevant conduct or conditions or to an
appropriate health care accreditation organization for the purpose of
reporting the allegation of failure to meet professional standards or
misconduct; or
b. An attorney retained by or on behalf of the workforce member or business
associate for the purpose of determining the legal options of the workforce
member or business associate with regard to the conduct described in this
section. Back to Table of Contents
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Uses and Disclosures - Organizational Requirements: Business
Associate Contracts
OTHER ARRANGEMENTS
1. If a business associate is required by law to perform a function or activity on
behalf of TAP Innovations or to provide a service described in the definition of
business associate in §160.103 to TAP Innovations, TAP Innovations may disclose
protected health information to the business associate to the extent necessary
to comply with the legal mandate without meeting the requirements of this
policy and the Business Associate Policy if applicable, provided that the covered
entity attempts in good faith to obtain satisfactory assurances as required by this
policy, if applicable, and, if such attempt fails, documents the attempt and the
reasons that such assurances cannot be obtained.
2. TAP Innovations may omit from its other arrangements the termination
authorization required by this policy, if such authorization is inconsistent with
the statutory obligations of TAP Innovations or its business associate.
3. TAP Innovations may disclose only a limited data set to a business associate for
the business associate to carry out a health care operations function if a data use
agreement with the business associate that complies with this policy is in place.
OTHER REQUIREMENTS FOR CONTRACTS AND OTHER ARRANGEMENTS
1. The contract or other arrangement between TAP Innovations and the business
associate may permit the business associate to use the protected health
information received by the business associate in its capacity as a business
associate to TAP Innovations, if necessary:
a. For the proper management and administration of the business
associate; or
b. To carry out the legal responsibilities of the business associate.
2. The contract or other arrangement between TAP Innovations and the business
associate may permit the business associate to disclose the protected health
information received by the business associate in its capacity as a business
associate for the purposes described in this policy, if:
a. The disclosure is required by law; or
b. The business associate obtains reasonable assurances from the person to
whom the information is disclosed that it will be held confidentially and
used or further disclosed only as required by law or for the purposes for
which it was disclosed to the person; and
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c. The person notifies the business associate of any instances of which it is
aware in which the confidentiality of the information has been breached.
Business associate contracts with subcontractors. The requirements of this policy apply
to the contract or other arrangement required by the Privacy Rule between a business
associate and a business associate that is a subcontractor in the same manner as such
requirements apply to contracts or other arrangements between TAP Innovations and
the business associate. Back to Table of Contents
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Training
All workforce members must receive training pertaining to the Breach Notification Rule. New
employees will receive training within 10 days of hire with reoccurring training by their
anniversary. All employees affected by a material change in policies and procedures will be
trained within 30 days of policy change. All training will be documented and retained. Back to
Table of Contents
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Definition Of Breach – Exceptions - Notification Not Required
1.

Breach excludes:

i.

ii.

iii.
2.

Any unintentional acquisition, access, or use of PHI by a workforce member or
person acting under the authority of TAP Innovations or a business associate, if
such acquisition, access, or use was made in good faith and within the scope of
authority and does not result in further use or disclosure in a manner not
permitted under the privacy rule.
Any inadvertent disclosure by a person who is authorized to access PHI at TAP
Innovations or business associate to another person authorized to access PHI at
TAP Innovations or business associate, or organized health care arrangement in
which the covered entity participates, and the information received as a result of
such disclosure is not further used or disclosed in a manner not permitted under
the Privacy Rule.
A disclosure of PHI where TAP Innovations or a business associate has a good
faith belief that an unauthorized person to whom the disclosure was made
would not reasonably have been able to retain such information.

Except as provided above, an acquisition, access, use, or disclosure of protected health
information in a manner not permitted under the Privacy Rule is presumed to be a
breach unless TAP Innovations or a business associate, as applicable, demonstrates that
there is a low probability that the protected health information has been compromised
based on a risk assessment of at least the following factors:

i.
ii.
iii.
iv.

The nature and extent of the protected health information involved, including
the types of identifiers and the likelihood of re-identification.
The unauthorized person who used the protected health information or to
whom the disclosure was made.
Whether the protected health information was actually acquired or viewed; and
The extent to which the risk to the protected health information has been
mitigated.

Unsecured protected health information means protected health information that is not
rendered unusable, unreadable, or indecipherable to unauthorized persons through the use of
a technology or methodology specified by the Secretary in the guidance issued under
§13402(h)(2) of Public Law 111-5. Back to Table of Contents

47 | P a g e
theAppPlace…Making the World More Efficient by Eliminating One MESS at a Time

Notification by a Business Associate
A business associate shall, following the discovery of a breach of unsecured protected health
information, notify TAP Innovations of such breach. A breach shall be treated as discovered by a
business associate as of the first day on which such breach is known to the business associate
or, by exercising reasonable diligence, would have been known to the business associate. A
business associate shall be deemed to have knowledge of a breach if the breach is known, or by
exercising reasonable diligence would have been known, to any person, other than the person
committing the breach, who is an employee, officer, or other agent of the business associate
(determined in accordance with the federal common law of agency).

a.

Except as provided by requests for delay by law enforcement, a business
associate shall provide the notification required without unreasonable delay and
in no case later than 60 calendar days after discovery of a breach.

b.

The notification shall include, to the extent possible, the identification of each
individual whose unsecured protected health information has been or is
reasonably believed by the business associate to have been, accessed, acquired,
used, or disclosed during the breach. A business associate shall provide TAP
Innovations with any other available information that TAP Innovations is
required to include in notification to the individual at the time of the notification
or promptly thereafter as information becomes available. Back to Table of
Contents
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Law Enforcement Delay
If a law enforcement official states to TAP Innovations or business associate that a notification,
notice, or posting required under this subpart would impede a criminal investigation or cause
damage to national security, TAP Innovations or business associate shall: (a) If the statement is
in writing and specifies the time for which a delay is required, delay such notification, notice, or
posting for the time period specified by the official; or (b) If the statement is made orally,
document the statement, including the identity of the official making the statement, and delay
the notification, notice, or posting temporarily and no longer than 30 days from the date of the
oral statement, unless a written statement is submitted during that time. Back to Table of
Contents
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Burden of Proof
In the event of a use or disclosure in violation of The Privacy Rule, TAP Innovations or business
associate, as applicable, shall have the burden of demonstrating that all notifications were
made as required by this policy or that the use or disclosure did not constitute a breach. Back to
Table of Contents
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